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PROFESSIONAL SUMMARY

Nathaniel Temitope Ogunjobi (Cyber Nate), AMICDFA, is a multi-disciplinary cybersecurity professional, SOC analyst,
DFIR specialist, and digital forensics researcher with 5+ years of active experience spanning law enforcement
intelligence, security operations, IT systems, and cybersecurity education. Currently serving dual operational roles as
Remote SOC Analyst at NexSecure Cybersecurity and IT/Cyber Intelligence Analyst at FGLEA Lagos Strategic
Command, and as Founding Team Member (Cybersecurity & IT Operations Analyst) at YENAK Technology. Associate
Member of the International Cybersecurity & Digital Forensics Academy (AMICDFA) and current Bonafide Student of
the Advanced Critical Infrastructure Security Programme (ACIS, Cohort 11, 100% funded). Published threat intelligence
researcher (MutaCryptor Tl Report v2.0, ICDFA Repository, May 2026), founder of the Cyber Army Initiative (CAl), and
operator of the Cyber Nate professional brand serving the African cybersecurity community. Holds 22+ credentials, 8+
published investigations, and an expanding certification stack across digital forensics, threat hunting, cloud security, and
Al. Immediately available for remote and relocation roles globally.

CURRENT ACTIVE ROLES

Remote SOC Analyst — NexSecure Cybersecurity Nov 2025 — Present

IT & Cyber Intelligence Analyst | Focal Officer — FGLEA Lagos Strategic Command Jul 2025 — Present
Founding Team Member — Cybersecurity & IT Operations Analyst — YENAK Technology May 2026 — Present
Cybersecurity Specialist — Volunteer — Nigerian Innovation (NI) May 2026 — Present

SOC Analysis Intern — Cohort 1 — Ubuntu Bridge Initiative 2026

Beta Tester — Al Cybersecurity Assistant — Askeal 2025 — Present

PROFESSIONAL EXPERIENCE

Remote SOC Analyst | NexSecure Cybersecurity Nov 2025 — Present
Remote - Lagos, Nigeria
— Monitor security alerts and events across client environments using SIEM platforms, identifying threats and
anomalous behaviour

— Perform initial alert triage, log analysis, and validation of security incidents following defined SOC procedures
and playbooks

— Escalate confirmed incidents to senior analysts with documented timelines, IOC findings, and containment
recommendations

— Conduct threat intelligence research to enrich incident context and improve detection accuracy
— Document all findings, investigation timelines, and response actions in helpdesk and case management systems
— Collaborate with distributed remote SOC teams to refine detection rules and update internal knowledge base

IT & Cyber Intelligence Analyst | Focal Officer | FGLEA Lagos Strategic Command  Jul 2025 — Present
Lagos, Nigeria - Federal Government Law Enforcement Agency

— Lead cybercrime and cyber intelligence investigations using OSINT tools, digital analysis, and open-source
research methodologies

— Designated Focal Officer for the nationwide Digital Workflow Platform rollout (live April 1, 2026) — primary
liaison managing EDMS adoption across all field commands nationwide

— Review and analyse digital evidence; prepare formal intelligence reports for investigative and operational use
— Monitor and triage cyber threats via SIEM tools; train staff on digital security practices and platform use
— Maintain accurate, audit-ready documentation for all investigative, technical, and workflow activities

Administrative & IT Support Officer | FGLEA Lagos Strategic Command  Jul 2023 — Jul 2025
Lagos, Nigeria - Federal Government Law Enforcement Agency

— Delivered IT support and system troubleshooting in a highly regulated, security-conscious law enforcement
environment



— Managed confidential records, official reports, and internal documentation with strict confidentiality compliance
— Supported secure handling of sensitive operational data and internal communications across agency units
Founding Team Member — Cybersecurity & IT Operations Analyst | YENAK Technology May 2026 —

Present
Remote - EmergencyEcho — Al-powered emergency health response platform - 250,000 shares - Equity vesting Nov 2026
— Founding team member responsible for cybersecurity architecture, IT operations strategy, and security posture
for EmergencyEcho

— Contribute to product security reviews, threat modelling, and data protection compliance for a health-tech Al
platform

— Support technical operations and system reliability as the platform scales toward public deployment

Cybersecurity Specialist — Volunteer | Nigerian Innovation (NI) May 2026 — Present
Remote - CV review passed - Orientation attended May 2026

— Volunteer cybersecurity specialist contributing expertise to Nigerian tech and innovation ecosystem programmes

Beta Tester — Al Cybersecurity Assistant | Askeal 2025 - Present
Remote
— Selected to beta test Askeal, an Al-powered cybersecurity assistant — evaluating threat analysis outputs and
usability
— Provide structured technical feedback on Al-driven security features, flagging edge cases and misclassifications

Freelance IT Support & Cybersecurity Consultant | Cyber Nate (Self-employed) Jan 2022 — Present
Remote / Global
— Provide remote cybersecurity awareness, IT support, VAPT, web development, and security consulting for global
clients

— Operate Cyber Nate brand across YouTube (@CyberNation01), portfolio site, and academy — cybersecurity
education for the African community

— Authored and published MutaCryptor Tl Report CNTI-2026-001 (TLP:WHITE) — ICDFA Repository, May 2026

— Built and deployed RankUp — Nigeria's only agency promotion exam prep platform (1,600+ registered users,
React + Supabase + Claude Al)

— Founder of the Cyber Army Initiative (CAl) — proposed national cyber defense framework for Nigerian security
agencies; Article 1 published

Data Analysis Intern | Codveda Technologies Mar— Apr 2026
Remote

— Completed structured data analysis internship covering data cleaning, Python/pandas workflows, and reporting
methodologies

IT Instructor & Network Administrator | DeDynamic Comprehensive College May 2022 — Jul 2023
Ogun State, Nigeria

— Delivered IT and cybersecurity awareness instruction to students; managed school network infrastructure and IT
support operations
— Configured and maintained LAN, workstations, and server environments; provided Level 1/2 helpdesk support
Chapter President & Web Programming Instructor (Volunteer) | NACOS — NOUN Abeokuta Chapter Feb
2021 — Mar 2023
Volunteer Leadership Role - National Association of Computer Science Students

— Served as elected Chapter President; organised hackathons, bootcamps, and mentorship sessions for computer
science students

— Delivered web programming instruction covering HTML, CSS, JavaScript, and introductory Python
Wordpress | Web Developer | Techphilia NG Feb 2021 — Apr 2022
Nigeria

— Provided IT support and technical assistance for clients across software, hardware, and networking domains
IT Support Specialist (SIWES Intern) | ChoiceField Cyber Cafe Oct 2020 — Apr 2021
Nigeria - Student Industrial Work Experience Scheme

— Completed SIWES industrial attachment — provided IT support, customer service, data entry, and basic system
administration

NOTABLE PROJECTS & INVESTIGATIONS




MutaCryptor Scam Network — Threat Intelligence Report v2.0 | TLP:WHITE - ICDFA Repository - May
2026
CNTI-2026-001 - Published: cybernatesec.netlify.app/case-mutacryptor
— Personally targeted by Zorvyn FinTech fake internship operation; identified the scam pre-payment and launched
a full threat intelligence investigation
— Correlated three entities — Zorvyn FinTech, VRV Security, MutaEngine — as a coordinated global internship
fraud ring
— Documented an 8-phase MITRE ATT&CK-mapped attack chain (T1566, T1583, T1584, T1587, T1567) with 18+
IOCs and 3 Bitcoin wallets

— Report v2.0 published in ICDFA Repository; ranked #1 Google result for 'MutaCryptor scam network'

AD Compromise Chain Analysis — Pass-the-Hash | Week 5 Technical Precision Award - March 2026
Red Team Leaders x OxDelta Research 5-Week Challenge

— Forensic analysis of full Active Directory compromise chain — Pass-the-Hash lateral movement, ghost LSASS
session detection, NTLM hash extraction, pivot to Domain Admin, and persistence identification

— Full MITRE ATT&CK mapping with defensive kill-chain recommendations — awarded Technical Precision Award
and 100% CRDFA voucher

RankUp — Agency Promotion Exam Prep Platform | Cyber Nate - Live - rankupdea.netlify.app
— Nigeria's only Al-powered promotion exam prep platform for NDLEA officers; React + Supabase + Anthropic
Claude API
— 1,600+ registered users; covers 6 ranks (CNA through CSN), 5 courses, 60-question CBT sessions, 435+ past
questions
— Paystack payment integration active; business partner: Kadiri Yewande Muminat (COO, 60/40 split)

Cyber Nate PDF Document Intelligence Suite | Cyber Nate - 2026

— Privacy-first, client-side PDF processing platform — no server, no uploads, all processing in-browser using
PDF.js, Tesseract.js, docx.js, and JSZip

— Features: OCR text extraction (20+ languages), Word document conversion, image extraction, batch processing,
find & replace

— Protier (Q3 2026): Al summarisation via Claude API, Ask Your Document Q&A, searchable PDF output, OCR
confidence scoring

Cyber Army Initiative (CAIl) | cybernatesec.netlify.app/cai

— Proposed national cyber defense framework to unify cyber/IT units of Nigerian military and paramilitary agencies
— eight components, four-body governance, four-phase roadmap

— CAIl Article 1 published: cybernatesec.netlify.app/why-nigeria-needs-unified-cyber-defense; stakeholder outreach
underway

FGLEA Automated Nominal Roll Webapp | FGLEA Internal Tool

— Single-file HTML tool for 472 officers across 26 sections — promotion eligibility matcher, Word/Excel export;
pushed to GitHub

NexSecure Bootcamp Final Projects | March 2026

— SOC Phishing & Credential Compromise: M365 spear-phishing, IOC table, L1/L2 response, MITRE
T1566.001/T1078 — 35-minute containment

— USB Malware/RAT: 5-stage infection chain, memory forensics, org-wide threat hunt, MITRE
T1091/T1059/T1547/T1071 — sub-60-second detection

— VAPT: black-box pentest testphp.vulnweb.com, SQLi CVSS 9.8, XSS CVSS 9.3, LFI CVSS 8.6 — Burp Suite,
SQLMap, Nikto, OWASP ZAP, Nmap, Wireshark
Cyber Nate Intelligence & Forensics Platform (CNIFP) | 2026 — Present - In Development
— SOC Analyst Simulation Platform with alert triage dashboard, IR playbook engine, evidence locker, threat intel
feed integration, and report generator
School Management System (SMS) Demo | Mar 2026 - React - cybernatelmsdemo.netlify.app
— Full client-ready School Management System — React, 12 modules (Dashboard, Students, Teachers, Classes,
Subjects, Attendance, Grades, Timetable, Finance, Library, Messaging, Settings), 4 user roles

Fake Internship Phishing Investigation | Mar 2026 - CASE-2026-001



— OSINT investigation into Redynox & Arch Technologies fraudulent cybersecurity internship campaigns — IOC
table, formal report, published portfolio

EDUCATION

B.Sc. Computer Science | National Open University of Nigeria (NOUN) Graduated March 2022
Abeokuta, Ogun State, Nigeria

CERTIFICATIONS, MEMBERSHIPS & PROFESSIONAL DEVELOPMENT

Professional Memberships & Affiliations

Associate Member (AMICDFA) — International Cybersecurity & Digital Forensics Academy — ICDFA - ID:
ICDFA-2026-00236 - Cert No: ICDFA/CERT/2026/00236 - 22 Mar 2026 — 22 Mar 2027 - Class of 2026 - Post-nominals:
AMICDFA

Bonafide Student — Advanced Critical Infrastructure Security (ACIS) Programme — ICDFA - Cohort 11 - 100%
funded ($3,500 value) - Reg No: C11/26/ACIS/17372 - ACIS101: 97/100 Grade A

Peer Reviewer Application — International Journal of Cybersecurity & Digital Forensics (IJCDF) — ICDFA
Editorial Board - Applied March 2026 - Under review

Completed Certifications

Certified Blue Team Practitioner (CBTP) — The SecOps Group - Score: 93% - ID: 11177015 - March 6, 2026
Certified Cybersecurity Education Professional (CCEP) — Red Team Leaders - Score: 98% - November 2025
Certified Threat Intelligence & Gen Al Analyst (CTIGA) — Red Team Leaders - Score: 90% - 2025

Introduction to Critical Infrastructure Protection (ICIP) — OPSWAT Academy - Renewed: Apr 23, 2026 - ID:
njkUpv8tMg - Valid: Apr 23, 2026 — Apr 23, 2027 - Credly verified

HCIA-Security V4.0 — Huawei ICT Academy - Course completed - Code: EBG20260415020866 - Mock exam: 885/1000
- Exam voucher applied for

NexSecure Cybersecurity Bootcamp — NexSecure Cybersecurity - March 31, 2026 - ID: CERT-CFD6EDBE - QR-
verifiable

Investigative Criminal Analysis Training (OSINT/Digital Forensics) — FG-LEA CITF - August 2025
MetBrains 7-Day Cyber Camp — MetBrains - Instructor: Prof. Dimple Chauhan - April 2026

Splunk CPD (Registered 2026)
Splunk CPD Level 1 — Splunk - #10,000 - 12 CPD Credits - Registered 2026
Splunk CPD Level 2 — Splunk - #15,000 - 18 CPD Credits - Registered 2026

In Progress
Certified RTL Digital Forensic Analyst (CRDFA) — Red Team Leaders - Earned via 100% voucher (Week 5 Award)

Certified Threat Hunting & Incident Response | (CTHIRI) — Red Team Leaders - Purchased March 2026

The Art of Investigation (EDU-23-0522) — Splunk STEP - Order #0002103898 - Mar 2026
SOC Essentials: Introduction to Threat Hunting (EDU-25008) — Splunk STEP - Order #0002164624 - Apr 27, 2026

Google Security Operations — Fundamentals — Google - 2026

SC-200 Microsoft Security Operations Analyst — Microsoft / ICDFA CPD - ACIS Cohort 11
AZ-500 Microsoft Azure Security Technologies — Microsoft / ICDFA CPD - ACIS Cohort 11
SC-300 Microsoft Identity & Access Administrator — Microsoft / ICDFA CPD - ACIS Cohort 11
HTB Certified Junior Cybersecurity Associate (HTB CJCA) — Hack The Box - 2026
Certified Artificial Intelligence Security & Risk (CAISR) — Red Team Leaders - 2026
Introduction to Offensive Security with Al — Red Team Leaders - 2026

IBM Cybersecurity Analyst Professional Certificate — Coursera / IBM - 2026

Junior DevOps Engineer (JDE) — Vibe Security - Level 3 - 45 modules

Certified Junior Vibe Pentester — Vibe Security - 2026

Introduction to Cyber Security — Cisco Networking Academy - 2026

HCIA-Security V4.0 Exam — Huawei - Voucher applied for from instructor Babangida Kaita

Additional Training & Short Courses



SecOps Essentials: Detecting & Responding to Threats — LinkedIn Learning - March 2026
Cybersecurity Awareness: Terminology — Project Management Institute (PMI) - February 2026
CISSP Preparation Course — Udemy - 2025

Information Security Fundamentals — Udemy - Jun 2023

SQL Injection & Cyber Security — Udemy - May 2023

AWS Cloud Practitioner Essentials — AWS Training - 2025

Microsoft Azure Fundamentals (AZ-900) — Microsoft Learn - 2025

Python Info-Gathering Tool — MetBrains Data Camp - Assignment 1 - Google Dorking & Recon

AWARDS & RECOGNITION

Week 5 Technical Precision Award — Red Team Leaders x 0xDelta Research - March 2026
Selected for forensic analysis of a full Active Directory compromise chain covering Pass-the-Hash lateral movement
artefacts, ghost LSASS session detection, NTLM hash extraction, attacker pivot path to Domain Admin, and multi-
source corroboration methodology. 100% voucher awarded for CRDFA certification.

ICDFA Advanced CIS Scholarship — Cohort 11 - April 2026

Shortlisted and awarded 100% scholarship ($3,500 value) for the Advanced Critical Infrastructure Security Programme.
Ref: ICF/2026/9655DF. CPD track: SC-200, AZ-500, SC-300.

SKILLS & TOOLS

SIEM & Monitoring: Security event monitoring - Alert triage - Log analysis - Threat detection - IOC correlation - Splunk
(in training) - Microsoft Sentinel

DFIR & Forensics: Autopsy - FTK Imager - Magnet RAM Capture - Digital evidence analysis - Chain of custody -
Incident timeline reconstruction - Volatility

OSINT & Intelligence: Open-source investigation - Cybercrime analysis - Threat actor profiling - Bellingcat
methodologies - TryHackMe - CSI Linux

Pentest & Web Security: Burp Suite - SQLMap - Nikto - OWASP ZAP - Nmap - Wireshark - OWASP Top 10 - SQLi -
XSS - LFI - Kali Linux

Security Frameworks: MITRE ATT&CK - NIST 800-53 - Incident Response Lifecycle - OWASP Testing Guide v4.2 -
PTES - Kill Chain

Cloud & Systems: Windows - Linux - macOS - Active Directory - VMware - Windows Server - AWS (basics) - Azure
(AZ-900) - DNS - DHCP

Development: React - JavaScript - HTML/CSS - Python - SQL - Supabase - Netlify - WordPress - Webflow -
Git/GitHub

IT Support & Admin: AnyDesk - TeamViewer - Zendesk - Jira - Notion - Trello - Google Workspace - Slack - Zoom

Documentation: Incident reports - Intelligence briefs - VAPT reports - SOPs - Audit-ready records - Tl reports (TLP
classification)

PROFESSIONAL ACTIVITIES

ICDFA Editorial Board — Peer Reviewer Application — IJCDF - March 2026 - Under review
ICDFA VCTI — Veterans Cyber Transition Initiative — ICDFA - Intending to apply - DFIR track
ICDFA EOI — Director of Technology & Digital Systems — ICDFA - Applied April 2026

Cyber Army Initiative (CAI) — Founder — National Policy Framework - Article 1 published - Stakeholder outreach
active

MetBrains Data Camp Assignment 1 — MetBrains - Google Dorking - Python Recon Tool - Completed

ADDITIONAL INFORMATION

Languages: English (Fluent — written & spoken) - Yoruba (Native)
Portfolio: cybernatesec.netlify.app
YouTube: @CyberNation01 — Cyber Nation

Availability: Immediately available - Remote globally - Open to relocation: Australia, Canada, USA, New Zealand,
UAE

SVN: SP/14053 (FGLEA/NDLEA ASN Il Eligibility List)
References available upon request.



